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Abstract—

This paper, provide a secure mining in horizontally distributed databases by using
association rules. We used Fast Distributed Mining (FDM) algorithm which is
unsecured distributed version of the Apriori algorithm. Horizontally Distributed
Databases divides the relation tuples, so that first subset of rows is present within the
site 1 and another subset is present within the site 2. Original relation is obtained by
taking union of all the sets. Association rules are if/then statements that help uncover
relationships between unrelated data relational database and other information

repository.
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1. Introduction
Tostudyheretheproblemofsecureminingofassociationrulesinhorizontallypartitioneddata
bases.Inthatsetting,thereareseveralsites(orplayers)thatholdhomogeneousdatabases, i.e.,databas
esthatsharethesameschemabutholdinformationondifferententities. Thegoalistofindallassociatio
nruleswithsupportatleastsandconfidenceatleastc,forsomegivenminimalsupportsizesandconfide
ncelevelc,thatholdintheunifieddatabase,whileminimizingtheinformationdisclosedaboutthepriv
atedatabasesheldbythoseplayers.
Hereinweproposeanalternativeprotocolforthesecurecomputationoftheunionofprivatesu
bsets. Theproposedprotocolimprovesuponthatin[1]intermsofsimplicityandefficiencyaswellaspr
ivacy.Inparticular,ourprotocoldoesnotdependoncommutativeencryptionandoblivioustransfer(
whatsimplifiesitsignificantlyandcontributestowardsmuchreducedcommunicationandcomputati
onalcosts).Whileoursolutionisstillnotperfectlysecure, itleaksexcessinformationonlytoasmallnu
mber(three)ofpossiblecoalitions,unliketheprotocolof[1]thatdisclosesinformationalsotosomesin
gle players.Inaddition,weclaimthattheexcessinformation

thatourprotocolmayleakislesssensitivethantheexcess informationleakedbytheprotocolof[1].

2. TheFastDistributedMiningalgorithm

The
FastDistributedMining(FDM)algorithmofCheungetal.[2],whichisanunsecureddistributedversi
onoftheApriorialgorithm.ltsmainideaisthatanys-frequentitemsetmustbealsolocallys-
frequentinatleastoneofthesites.Hence,inordertofindallgloballys-
frequentitemsets,eachplayerrevealshislocallys-
frequentitemsetsandthentheplayerscheckeachofthemtoseeiftheyares-
frequentalsoglobally. TheFDMalgorithmproceedsasfollows:
(D Initialization
(2)CandidateSetsGeneration
(3)LocalPruning
(4)Unifyingthecandidateitemsets
(5)Computinglocalsupports
(6)BroadcastMiningResults
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2.1. Overviewofthepaper

TheFDMalgorithmviolatesprivacyintwostages: InStep4,wheretheplayersbroadcasttheite
msetsthatarelocallyfrequentintheirprivatedatabases,andinStep6,wheretheybroadcastthesizesoft
helocalsupportsofcandidateitemsets.KantarciogluandClifton[1]proposedsecureimplementatio
nsofthosetwosteps.OurimprovementiswithregardtothesecureimplementationofStep4,whichisth
emorecostlystageoftheprotocol,andtheoneinwhichtheprotocolof[1]leaksexcessinformation.Ka
ntarciogluandClifton’ssecureimplementationofStep4. Thendescribeouralternativeimplementati
onandproceedtoanalyzethetwoimplementationsintermsofprivacyandefficiencyandcomparethe
m.QOurprotocoloffersbetterprivacyandthatitissimplerandissignificantlymoreefficientintermsofc

ommunicationrounds,communicationcostandcomputationalcost.

3. KantarciogluandClifton

ProtocollistheprotocolthatwassuggestedbyKantarciogluandClifton[1]forcomputingthe
unifiedlistofalllocallyfrequentitemsets,withoutdisclosingthesizesofthesubsetsnortheircontents.
Theprotocolisappliedthesetofallitemsetsthataregloballys-frequent. Refer to
hereinafterasProtocolUNIFI-KC(UnifyinglistsoflocallyFrequentltemsets—
KantarciogluandClifton).

ProtocolUNIFI-
KCworksasfollows:First,eachplayeraddstohisprivatesubsetfakeitemsets,inordertohideitssize. T
hen,theplayersjointlycomputetheencryptionoftheirprivatesubsetsbyapplyingonthosesubsetsaco
mmutativeencryption,whereeachplayeradds,inhisturn,hisownlayerofencryptionusinghisprivate
secretkey.Attheendofthatstage,everyitemsetineachsubsetisencryptedbyalloftheplayers;theusag
eofacommutativeencryptionschemeensuresthatallitemsetsare, eventually,encryptedinthesamem
anner.Then,theycomputetheunionofthosesubsetsintheirencryptedform.Finally,theydecrypttheu
nionsetandremovefromititemsetswhichareidentifiedasfake.\Wenowproceedtodescribetheprotoc

olindetail.

3.1.Securemultipartyprotocol
Aprotocolforcomputingthatfunctionwhichismuchsimplertounderstandandprogramand
muchmoreefficientthanthosegenericsolutions.ltisalsomuchsimplerthanProtocolUNIFI-

KCandemployslesscryptographicprimitives.Ourprotocol(Protocol2)computesawiderrangeoffu
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nctions,whichwecallthresholdfunctions.
Twocommentsareinorder:
(1)Iftheindexihadnotbeenpartoftheinputtothehashfunction(Steps2-

3),thentwoequalcomponentsinP1 ’sinputvector,says(i)=s(j ),wouldhavebeenmappedtotwo

equalsignatures,s¢(i):s¢(i ).Hence,inthatcaseplayerP2wouldhavelearntthatinP 1 ’sinputve

ctortheithandjthcomponentsareequal. Topreventsuchleakageofinformation,weincludethein
dexiintheinputtothehashfunction.

(2)Aneventinwhichs® (i) TQ®(i)whiles(i) ¥Q(i)indicatesacollusion;Hashfunctionsaredesigne
dsothattheprob-abilityofsuchcollusionsisnegligible,whencetherisk
ofacollusioncanbeignored.However, itispossibleforplayerP pMtocheckupfronttheselectedran
domkey.

ProtocolTHRESHOL Doperatescorrectlyifthein-
equalityverificationsinStep7arecarriedoutcorrectly,since(s(i)+smM (i))mod(M+1)equalsthe
ithcomponenta(i)inthesumvector. TheinequalityverificationiscorrectifProtocol SETINCiscor
rect.

ThesusceptibilityofProtocol THRESHOLD-
Ctocoalitionsisnotverysignificantbecauseoftworeasons:

- Theentriesofthesumvectoradonotrevealinformationaboutspecificinputvectors.Namely,kno
wingthata(i)=ponlyindicatesthatpoutofthe Mbitsbm (i), 1L£m£M ,equall,butitrevealsnoi
nformationregardingwhichofthe Mbitsarethose.

- Thereareonlythreeplayersthatcancolludeinordertolearninformationbeyondtheintentionoft
heprotocol.Suchasituationisfarlessseverethanasituationinwhichanyplayermayparticipatei

nacoalition,sinceifitisrevealedthatcollusiontookplace,thereisasmallsetofsuspects.

4. System architecture

Admin is used to view user details. Admin to view the item set based on the user
processing details using association role with Apriori algorithm.

Association rules are if/then statements that help uncover relationships between
seemingly unrelated data in a relational database or other information repository.

Association rules are created by analyzing data for frequent if/then patterns and using the
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criteria support and confidence to identify the most important relationships.Support is an
indication of how frequently the items appear in the database. Confidence indicates the number
of times the if/then statements have been found to be true.

Apriori is designed to operate on database containing transactions. The purpose of the
Apriori Algorithm is to find associations between different sets of data. It is sometimes referred
to as "Market Basket Analysis". Each set of data has a number of items and is called a
transaction. The output of Apriori is sets of rules that tell us how often items are contained in sets
of data.

Data mining Admin
combiner
Local Local Local Association
data data data rule
mining mining U2
Apriori
DB1 DB2 DB2 algorithm
user customer

Fig.1 System architecture.

5. Privacy

WebeginbyanalyzingtheprivacyofferedbyProtocolUNIFI-
K C.Thatprotocoldoesnotrespectperfectprivacysinceitrevealstotheplayersinformationthatisnoti
mpliedbytheirowninputandthefinaloutput.InStep 1 1ofPhasel oftheprotocol,eachplayeraugment
sthesetX mbyfakeitemsets. Toavoidunnecessaryhashandencryptioncomputations,thosefakeite
msetsarerandomstringsinthecipher
textdomainofthechosencommutativecipher.Hence,everyencrypted
itemsetthatappearsintwodifferentlistsindicateswithhighprobabilityatrueitemsetthatislocally s-
frequentinbothofthecorrespondingsites. Therefore,Protocol UNIFI-
K Crevealsthefollowingexcessinformation:

(1)P1maydeduceforanysubsetoftheoddplayers,thenumberofitemsetsthatarelocallysupportedby
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allofthem.
(2)P2maydeduceforanysubsetoftheevenplayers,thenumberofitemsetsthatarelocallysupportedb

yallofthem.
(3)P1maydeducethenumberofitemsetsthataresupportedbyatleastoneoddplayerandatleastoneev

enplayer.
(4)IfP1andP2collude,theyrevealforanysubsetoftheplayersthenumberofitemsetsthatarelocallys

upportedbyallofthem.

5.1 Communication cost

By analyzethecommunicationandcomputationalcostsofProtocolsUNIFI-
KCandUNIFI.

Inevaluatingthecommunicationcost,weconsiderthreeparameters: Totalnumberofcommu
nicationrounds,totalnumberofmessagessent,andtheoverallsizeofthemessagessent.

The communication costs based on two protocols are,

(1) CommunicationcostofProtocolUNIFI-KC:AsProtocolUNIFI-
KChashestheitemsetsand  thenencryptsthem, tshouldbeatleasttherecommendedcipher
textlengthincommutativeciphers.

(2) CommunicationcostofProtocolUNIFI:ProtocolUN IFIconsistsoffourcommunicati
onrounds(ineachoftheiterations):OneforStep2ofProtocol THRESHOL Dthatitinvokes;o
neforStep4ofthatprotocol;oneforSteps4-
5inProtocolSETINCwhichisusedfortheinequalityverificationsinProtocol THRESHOL
D;andoneforStep7inProtocolSETINC.

5.2 Computational cost

InProtocolUNIFI-
K Ceachoftheplayersneedstoperformhashevaluationsaswellasencryptionsanddecryptions.Asth
ecostofhashevaluationsissignificantlysmallerthanthecostofcommutativeencryption,wefocusont

hecostofthelatteroperations.Sincecommutativeencryptionistypicallybasedonmodularexponenti

ation,theoverallcomputationalcostoftheprotocolisQ(M t3 n)bitoperationsperplayer.
InProtocol THRESHOLD,whichProtocolUN IFIcalls,eachplayerneedstogenerate (M —
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1)n(pseudo)random(logo2M)-
bitnumbers(Stepl1).Then,eachplayerperforms(M—21)nadditionsofsuchnumbersinSteplaswella
sinStep3.PlayerP1hastoperformalso(M—2)nadditionsinStep5.Therefore,thecomputationalcos

tforeachplayerisQ(M nlog2M )bitoperations.Inaddition,Playersland Mneedtoperformnhashe

valuations.ComparedtoacomputationalcostofQ(M t3 n)bitoperationsperplayer,weseethatProto
colUNIFloffersasignificantlyimprovementwithrespecttoProtocolUNIFI-

K Calsointermsofcomputationalcost.
6. Experimentalsetup

TocomparedtheperformanceoftwosecureimplementationsoftheFDMalgorithm.
Inthefirstimplementation(denotedFDM-
K C),weexecutedtheunificationstep(Step4inFDM )usingProtocolUNIFI-
K C,wherethecommutativecipherwas1024-
bitRSA[8];inthesecondimplementation(denotedF D M)weusedourProtocolUNIFI,wherethek
eyed-
hashfunctionwasHMAC[4].Inbothimplementations,weimplementedStep5oftheFDMalgorith
minthesecuremannerthatwasdescribedinSection3.Wetestedthetwoimplementationswithrespe
cttothreemeasures:
1) Totalcomputationtimeofthecompleteprotocols(FDM-
KCandFDM)overallplayers. ThatmeasureincludestheAprioricomputationtime,andtheti
metoidentifythegloballys-frequentitemsets,asdescribedin
Section3.(ThelattertwoproceduresareimplementedinthesamewayinbothProtocolsFDM
-KCandFDM.)
2) 2)Totalcomputationtimeoftheunificationprotocolsonly (UNIFI-
KCandUNIFlI)overallplayers.
3) Totalmessagesize.
We ran three experiment  set, where each set  tested the
dependenceoftheabovemeasuresonadifferentparameter:

-N-thenumberoftransactionsintheunifieddatabase,
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-M- the number of players, and

- S- the threshold support size.

6.1 Related work

Previousworkinprivacypreservingdatamininghasconsideredtworelatedsettings.One,inw
hichthedataownerandthedatamineraretwodifferententities,andanother,inwhichthedataisdistribu
tedamongseveralpartieswhoaimtojointly performdataminingontheunifiedcorpusofdatathatthey
hold.

Inthefirstsetting,thegoalistoprotectthedatarecordsfromthedataminer.Hence,thedataown
eraimsatanonymizingthedatapriortoitsrelease. Themainapproachinthiscontextistoapplydataper
turbation[3],[4]. Theideaisthat
theperturbeddatacanbeusedtoinfergeneraltrendsinthedata,withoutrevealingoriginalrecordinfor
mation.

Inthesecondsetting,thegoalistoperformdataminingwhileprotectingthedatarecordsofeac
hofthedataownersfromtheotherdataowners.Thisisaproblemofsecuremulti-
partycomputation. Theusualapproachhereiscryptographicratherthanprobabilistic.LindellandPi
nkas[7]showedhow
tosecurelybuildanlD3decisiontreewhenthetrainingsetisdistributedhorizontally.Linetal.[6]disc
ussedsecureclusteringusingtheEMalgorithmoverhorizontallydistributeddata. Theproblemofdi
stributedassociationruleminingwas studiedin[5],[9],[10]intheverticalsetting,where
eachpartyholdsadifferentsetofattributes,andin[1]inthehorizontalsetting. Alsotheworkof[8]con
sideredthisprobleminthehorizontalsetting, buttheyconsideredlarge-
scalesystemsinwhich,ontopofthepartiesthatholdthedatarecords(resources)therearealsomanag
erswhicharecomputersthatassisttheresourcestodecryptmessages.

Total computation time
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Fig.2 Computation cost
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Fig.4 Number of transaction N

8. Result and Discussion

The overall result of Privacy Preserving Mining of Association Rule in
Horizontally Distributed Database is discussed with help of screen shots.

The home page contains three different parties. They are client, data owner

and server. Each party contains own login page to view their content.
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Fig.5 Home Page

The new client wants to register to get login id and password. The data
owner enters the data for particular then only record id is created. The data owner
can see a client details and their content. They have right to edit the content but
other cannot have rights to change the content (client, server). If server is try to
change the content while verification the alert message will send to both the data
owner and the client. Through the alert message they understand server trying to

change the content.

F | cusarces sty sawch x
€ 5 C & D jocahost

9865321470
5t ge.

Email 10 ipst rfgmail.c

Date

SUBMIT

Fig.6 Registration page
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Fig.7 Data owner view the client details.

The data owner has only the rights to create client id, record id and key to
decrypt the data which is entered by data owner.When the server tries toedit the

content but the content will not be change only the alert message will send.

[ oo -

& 5 & # [ locaihost b =

Secure Mining of Association Rules in Hori:

lient Details  Log Out

Welcome OWNER !

DNA Locus Resulss DNA Locus Resulss

DI o Dusa > g

DRISIL 2> 3 Cl6536 3

DTSR sean = Des133 32 5

CIFIRG  wes 3 D3 e g

DS e m DIsE2 o
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Fig.8 Client data entry.

The data owner has only the rights to create client id, record id and key to decrypt
the data which is entered by data owner. When the server tries toedit the content
but the content will not be change only the alert message will send.
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Alert's Edit Data Search Client Detail's  Log Out

DATA MODIFY ALERTS Weicome OWNER !

Fig.9 Alert message.

The data owner can view the data in three different ways. They are encrypted
hierarchical index search, metric preserving transformation and flexible distance based

hashing.

Client Detail's  Log Out

OWNER DATA SEARCH Welcome  OWNER !

Q (Encrypted Hierarchical Index Search (EHI) |

(Metric Preserving Transformation (MPT))

(Flexible Distance-based Hashing (FDH) |

Fig.10 Owner data search.

To get key for decrypt the data (to view in original format). The key is
uniquely generated for each record. The key can view by three of them called data
owner, client and server. The key also changed only by data owner. The client and

the server are view and use the key but not edit.

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
Indexed & Listed at: Ulrich's Periodicals Directory ©, U.S.A., [JsERIREEELLE as well as in Cabell’s Directories of Publishing Opportunities, U.S.A.

International Journal of Management, IT and Engineering
http://www.ijmra.us



S ) VI E R VRO S SN - 2249-0558

2014 e —
- c
Secure Mining of Association Rules in Horizontally Distributed Databases
Clicat Home Data Key oy Asert's Search Log Out
DNA DATA KEY % Weicome  indirat
- Select amy D
Encrypeed Data Key is NTiPiXFhzFdO/Kh71dDdQg:
Decrypeed Data Key is «
WAL G © el ~ |

Fig.11 To get key.

8. Conclusion

I have
proposedaprotocolforsecureminingofassociationrulesinhorizontallydistributeddatabasesthatim
provessignificantlyuponthecurrentleadingprotocolintermsofprivacyandefficiency.Oneofthemai
ningredientsinthisproposedprotocolisanovelsecuremulti-
partyprotocolforcomputingtheunion(orintersection)ofprivatesubsetsthateachoftheinteractingpl
ayersholds.Anotheringredientisaprotocolthatteststheinclusionofanelementheldbyoneplayerina
subsetheldbyanother. Thoseprotocolsexploitthefactthattheunderlyingproblemisofinterestonlyw
henthenumberofplayersisgreaterthantwo.
Anefficientprotocolforinequalityverificationsthatusestheexistenceofasemi
honestthirdparty.Suchaprotocolmightenabletofurtherimproveuponthecommunicationandcomp
utationalcostsofthesecondandthirdstagesoftheprotocol. While the
solutionisstillnotperfectlysecure,itleaksexcessinformationonlytoasmallnumber(three)ofpossibl
ecoalitions,unliketheprotocolof
Fastalgorithmsforminingassociationrulesinlargedatabasesthatdisclosesinformationalsotosom

esingle players.
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